The aim of this paper is to present the possibilities and prospects for the development of modern criminalistics. Discussion of this matter is of importance due to the observation that criminalistics has, of late, lost its original form. The new techniques, including forensic analysis and biometrics, for example, are applied in traditional criminalistics. Fields of knowledge such as forensic archeology and forensic entomology play a significant role in solving common crimes and are also gradually forming a part of criminalistics. There are still no effective tools, however, to combat economic crime. This paper presents the research capabilities that academic research institutes have conducted in this field and possible ways to equip the authority conducting the proceedings with algorithms for identifying and combating economic crime.
Introduction
The aim of this paper is to present the possibilities and prospects for the development of modern criminalistics. Discussion of this matter is of importance due to the observation that criminalistics has, of late, lost its original form. The new techniques, including forensic analysis and biometrics, for example, are applied in traditional criminalistics. Fields of knowledge such as forensic archeology and forensic entomology play a significant role in solving common crimes and are also gradually forming a part of criminalistics. There are still no effective tools, however, to combat economic crime. This paper presents the research capabilities that academic research institutes have conducted in this field and possible ways to equip the authority conducting the proceedings with algorithms for identifying and combating economic crime.
The paper is divided into three parts. The first part demonstrates the shortcomings of criminalistics in terms of the fight against economic crime. The second part presents the author's achievements, such as establishing the types of economic opinions and presenting typical traces of economic crime. The third part presents the possibilities for further development of criminalistics.
The Current State of the Solution to the Issue
Currently the field of criminalistics dealing with the prosecution of economic crime is not specified as being a part of Polish or European criminalistics. Nonetheless, both Polish and European criminalistics table the issue of economic crime prosecution.
In Polish criminalistics the most important contribution in this field was made by H. Kołecki. While constructing the modern structure of criminalistics, Kołecki noticed that prosecution of crimes applies to both common crimes and to economic crimes. The structure of modern criminalistics is presented in the diagram below. 1
The structure of modern criminalistics Source: H. Kołecki, Struktura współczesnej kryminalistyki, p. 79. From the above, it can be concluded that criminalistics deals with combating not only common but also economic crimes. What is more, the task of criminalistics is also to determine the methods, tactics and techniques employed in committing economic crimes, which is crucial for their prosecution by the authority conducting the proceedings. Moreover, determining the methods of committing economic crimes allows the types of traces occurring in economic crime cases to be determined. This makes it possible to establish their detailed classification. All these elements are important in combating economic crime. They are also the components for creating the field of criminalistics dealing with the prosecution of economic crime. On the basis of Polish criminalistics, the author proposed a working name for this department of criminalistics, i.e. kryminalistyka gospodarcza. 2 However, it is difficult to find an English equivalent. Kryminalistyka gospodarcza can be translated as either forensic economics or forensic accounting. Nevertheless, these are two different supportive forensic sciences with goals different than those of criminalistics. 3 1 Vid. H. Kołecki, Struktura współczesnej kryminalistyki, in: "Zeszyty Naukowe ASW", 1981, no. 28, p.79 , 2017, no. 28, pp. 43-56. The need to establish traces of economic crime was reintroduced by H. Kołecki over 20 years later. 4 Another author, B. Sygit, presented the problem of the so-called white spots in Polish criminalistics, pointing out that the problem that still remains unresolved is the systematization of the prosecution of economic crime. 5 The prosecution of economic crime has, therefore, not been systematized either in Polish criminalistics or in other disciplines. Polish criminalistics literature, with minor exceptions, omits the issue of prosecuting economic crime. The existing publications on the prosecution of particular types of economic crime are presented. 6 However, the need to comprehensively develop important solutions concerning the fight against economic crime remains.
Although some attention has been paid to the prosecution of money laundering and combating organized crime, 7 in most cases, European criminalistics has not worked out a system for prosecuting economic crime in general. The issue of the prosecution of particular economic crime is emerging in European criminalistics. The issue regarding the structure of modern criminalistics in European countries was introduced by D. Maver. 8 In his publication titled Criminal Investigation / Criminalistics in Europe: State of the Art and a Look to the Future he highlights differences in the criminalistics structures of different European countries. 9 He notices that in some countries, criminalistics has the status of an independent science, often connected to law (Germany, Russia, Serbia, Bosnia and Herzegovina, Poland), while in others it is a "half " science usually formally incorporated into criminology (Slovenia, Austria, Croatia), or a sub-discipline of police sciences and criminology, or recognized only as a forensic science (France, Italy, United Kingdom). It was also pointed out that the terminology used is different, especially between English-speaking and non-English speaking countries. Moreover, the connections between criminalistics and other disciplines such as forensic science, police science, investigative psychology, and criminology are not clear. Due to this, it is difficult, according to D. Maver, to develop a common European space for criminalistics. 10 In his research, D. Maver referred to the different structures of criminalistics in individual European countries. On the basis of these studies, it can be concluded that in Germany the prosecution of economic crime is distinguished as part of criminalistics (Kube, Kriminalistik 1992 , 1993 . The prosecution of economic crime is also part of criminalistics in Slovenia (Dvoršek, 2003) . 11 It is worth pointing out is that the forensic aspects of the prosecution of economic crime are covered in Russian and Ukrainian criminalistics. The structure of criminalistics in these countries includes the prosecution of individual economic crimes, as well as the determination of traces and types of expert opinions that should be used in investigation. 12 Nevertheless, in most countries, the prosecution of economic crime is not included as part of criminalistics. 13 These shortcomings should be addressed immediately.
Forensic accounting is one of the possible solutions in this field. It is noticed that: "What the use of fingerprints was to the 19th century, and DNA analysis was to the 20th century, so financial information and forensic accounting has come to be one of today's most powerful investigative and intelligence tools available" (Chancellor of the Exchequer Gordon Brown, former Prime Minster of the United Kingdom, The Telegraph, October 11, 2006) . 14 Forensic accounting is a type of supportive forensic science. It is growing rapidly, but mainly for the needs of entrepreneurs in detecting fraud and abuse among employees and contractors. 15 Due to the above, forensic accounting can be considered a forerunner of the part of criminalistics involved in the prosecution of economic crimes.
Forensic accounting is an interdisciplinary science. That is why over the years, especially in the area of British criminalistics, various definitions of forensic accounting have been formed. According to S. Hegazy, A. Sangster and A. Kotb, the definitions of forensic accounting found in literature are very specific to the study in which they appear and, virtually without exception, the definitions have an accounting focus. They state the following definitions of forensic accounting: forensic science that includes accounting, auditing, criminology, data mining, economics, finance, law, psychology, as well as sociology and all the relevant skills; 16 a profession in which it is not required to have accounting qualifications nor the computing tools that accountants use to overcome their lack of computing expertise, provided that a person possesses the abovementioned skills and has the knowledge from the above-mentioned areas; 17 independent, multi-disciplinary forensic units that contain knowledge that lawyers, former police officers, private investigators and computer analysts with the legal, investiga-tive and technical know-how have. 18 They also mentioned that 'forensic accounting' is sometimes termed 'forensic services' and it is not surprising that Crumbley 19 drew attention to the fact that forensic accounting is not a natural part of the accounting profession and that the accounting profession does not have monopoly over forensic accounting. The author also mentioned that forensic accounting is a relatively new field of academic inquiry. He also noticed the lack of any particular professional group that has ownership of forensic accounting. 20 Therefore, a good solution would be to incorporate forensic accounting into criminalistics. It would allow for the development of this field of science in the framework of criminalistics. It would also contribute to the systematization of the traces of particular economic crimes and further development within the framework of criminalistics. The systematized methodology, techniques and tactics of economic crime prosecuting will give measurable results to the prosecution of economic crime. Criminalistics has so far determined no successful methods to prosecute economic crimes. Neither have traces of economic crime, their disclosure, protection and use in the course of court proceedings, including in the form of expert opinion, been specified as yet.
The first hurdle would be to determine the role of criminalistics in Europe. Poland is a part of the European Union and the amalgamation of the laws of EU member states means that it can be expected that the issues in the context of economic crime they deal with are quite similar. Therefore, there is an opportunity to start cooperation in order to create an area of criminalistics specializing in economic crime prosecuting.
Research Conducted on Expert Opinions in Cases of Economic Crimes
On the basis of the above-mentioned conclusions, the author undertook studies aimed firstly at determining the types of expert opinions that appear in cases of economic crimes and then determining the types of traces in cases of particular economic crimes. 21 The analysis concluded that the most common opinions in cases concerning economic crimes are: accounting opinions (50.6%), IT opinions (21.9%) and opinions in the field of property valuation (13, 2%) . Opinions in the fields of economics, construc-tion and banking are slightly less frequent (respectively: 5.5%, 4.4%, 2.2%). 22 Each of the above-mentioned opinions is characterized by a different subject and scope.
The subject of the accounting opinion is the financial activity of the given entity, and the scope of this opinion is a specific part of this activity, i.e. the financial situation of the entity which is subject to expert's examination when requested by the authority conducting the proceedings. The source materials for expert testing are usually accounting books. Therefore, the purpose of accounting reviews is essentially to determine the financial position of a given entity at a selected time and, if necessary, to indicate specific business operations on the basis of its financial documents. 23 The economic opinion should be distinguished from the accounting opinion. The purpose of the economic opinion is different to the purpose of the accounting opinion, although in practice these opinions are often considered equivalent to each other. The aim of the economic opinion is to answer the question concerning the economic justification of specific activities of the economic entity. The task of an expert is therefore to determine whether the examined entity, when starting a specific business venture, acted within justified economic risk. The subject of such an opinion is therefore also the financial activity of the company, however the scope of such an opinion is quite different from the scope of the accounting and accounting opinion. The scope of this opinion is the assessment of the business, enterprise and economic decisions made by the managers of this company. 24 IT opinions in cases related to economic crimes can be divided into:
-information and computer data expertise -the subject of this type of opinion is the data of the computer system being in the area of interest of judicial authorities, collected on electronic data carriers (computer hard drive, memory stick, CD, floppy disk, etc.); the key elements of this opinion are the determination of the type and selected properties of data collected on IT media, e.g. whether they contain illegal computer programs, and determining their properties; 25 -opinions on the principles of building the operation of a specific computer system -the subject of this opinion are computer programs and operating systems; the scope of the opinion strictly depends on the circumstances which the authority conducting the proceedings intends to establish, most of it may concern the determination of the principles of operation of a specific computer program, possibly setting the characteristics of the original computer program; 26 22 Vid.: M. Hrehorowicz, Opinia biegłego w sprawach karnych gospodarczych i jej ocena sądowa, Poznań 2013, p. 111. 23 Ibidem, -computer and network opinions -they have an IT network and its objects as their subject, the scope of this type of opinion is to determine the selected properties of both the network itself and the objects placed in it; 27 -opinions in the field of construction and operation of computer hardware; -opinions on the use of IT methods in the fields of human activity. 28 Opinions in the field of property valuation are very common in cases of economic crimes. In principle, they can appear in cases concerning all economic crimes, where the amount of damage caused by the suspect/accused is significant. The purpose of this type of opinion is to determine the value of a given property in a given period. The subject of an opinion in the field of property valuation is a specific real estate, enterprise or movable property, and the scope of this opinion is determining its value -depending on the need -within particular time frames or with regard to particular economic indicators. 29 The last of these opinions -banking and construction opinions -are connected with the market on which the entrepreneur is conducting the business activity. For this reason, these opinions may also arise in cases regarding any economic crime in which this entrepreneur's activity is involved. In each particular case, the subject matter and scope of the opinion may be different and depends on what the procedural body intends to determine and to what extent. 30 On this basis, the following types of traces in cases related to economic crimes were established:
-accounting traces, -IT traces, -traces in banking, -traces in property valuation, -technical, mathematical and other traces (e.g. in construction). 31 Traces of accounting are used in accounting and economic opinions. They are disclosed by accounting tools. These are mainly entries made in the accounts of a given entity and their changes. Carriers of accounting traces are accounting books and documents constituting the basis for making postings, i.e. invoices and receipts. 32 The financial statements of the entity are carriers of these kind of traces . 33 IT traces can be divided into: 27 Ibidem, p. 158. 28 Ibidem, op cit., [160] [161] [162] -traces whose carriers are computer programs and operating systems, including signs of damage and changes; -traces whose carriers are computer hardware (broadly understood), including traces of damage and changes; -traces whose carriers are electronic documents and carriers of these documents (e.g. CDs, DVDs, memory sticks, pagers); -traces used by computer and network reviews; these traces are entries of network users and system logs (network connection traces -IP addresses). 34 Forensic traces in banking are a specific type of trace. These traces constitute both accounting traces related to the conduct of bank accounting as well as IT traces such as data entered into bank IT systems and any changes they underwent. 35 Both types of traces can take the form of a transactional trace depicting the history of transactions made with the use of electronic and tracing banking. 36 The documents are the carriers of traces used by experts in property valuation opinions. The documents contain information aimed at presenting the real or false value of the property. Often, the relationship between the information content of several documents is the forensic trace of a given economic crime. 37 These are called functional and situational traces. 38 Similar forensic traces are used by other experts appointed to give an opinion during the economic process (including mathematical and technical fields, as well as construction). In the case of this kind of opinion, the documents are also carriers of forensic traces. 39 The above classification of forensic economic traces is the most useful from a practical point of view. It allows for a comprehensive coverage of the essence of forensic traces in cases related to economic crimes and constitutes a starting point for the further characterization of these type of traces. Thus far, no Polish or European forensic classification of traces in cases of economic crimes has been made. Due to this, it is necessary to take efforts from representatives of science to fill this gap.
The Future of Criminalistics
In view of the above, it can be pointed out that forensic science in the European space can develop in two possible directions:
-developing tactics, techniques and methodology for common crimes; which can be achieved by creating new techniques for identifying people and objects or the incorporation of achievements in other fields of knowledge especially in the field of the natural sciences; -creating tactics, techniques and methodology for dealing with economic crimes, which is, as was mentioned, an urgent problem which needs addressing. Both directions of the development should take place within the framework of international cooperation, especially on the European ground. Creating an international research group, that would combine achievements in the field of criminalistics from individual countries, would be a good idea. This would be particularly valuable given the varying levels of criminal intelligence development in various European countries. Such a research group would also be able to create solutions responding to the needs of individual countries, and would initiate the amalgamation of forensic systems in individual countries. The publishing of the research results in English would be, of course, an essential condition to allow a multinational scientific community to benefit from the group's findings. The above would contribute to the popularization of the team's achievements, and would strengthen the aspirations to create a common European space for the development of criminalistics.
Building a common European space for criminalistics is challenging. First of all, it should be pointed out that, as D. Maver indicates, the lack of publication in English presenting the findings of European scientists, which results in the inability to reach mutual achievements, is the main obstacle to the development of the common space of criminalistics. 40 Furthermore, creating tactics, techniques and methodology for dealing with economic crimes requires time-consuming court records investigation on a relatively large research group. It also requires a large team of researchers and it will result in high costs. These costs are related, among other things, to the necessity to ensure the accommodation for more than one person at the place where the query is conducted, as well as transport costs. Such research would be particularly costly in Poland, where there are 366 common courts in the whole country. 41 conducted only in every second court it would be very time-consuming (predictably lasting about 3 years), not to mention the costs. In view of the above, research in the field of economic crime requires cooperation and a prudent plan of action. Such studies are necessary, regardless of their scope (on an international or national scale).
Conclusions
Summing up, the future of criminalistics, understood as an interdisciplinary science created in the common European space, depends on close international scientific cooperation. The condition for establishing this cooperation is first of all the publishing of the countries' own research results in English. This will allow multinational scientific achievements to be benefited from, and the establishment of cooperation in specific research areas. One of the most important directions for the development of criminalistics should be the creation of a field of criminalistics that deals with the prosecution of economic crimes. To this end, it would be desirable to create an international research team. In Poland, only a small part of this has been developed. In developing this part of criminalistics, it would be helpful to use the achievements of forensic accounting and to further develop it in the framework of criminalistics.
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